WebDefender Enterprise Reporter guide

The Reporter is one of several components included in the WebDefender Enterprise solution. The Reporter’'s main
role is to produce easily understood reports that allow you to review the Internet usage on your network. Whether
you're looking for a general overview or statistics on your network’s traffic or for information about specific requests,
websites, or users, use the Reporter to find the data you're looking for.

Login to the WebDefender Web Interface on http://webdefender.inty.net using your login details provided.
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The reporting menu options are available on the left hand side under the Reports heading.

The Report Wizard option is used to create a new custom report. You can generate a new Demand Report, a
Scheduled Report, or a Continuous Report using the Report Wizard.

Demand Reports allows you to view, edit, and delete existing Demand Reports and to create Quick Demand
Reports .

Scheduled Reports allows you to view, edit and delete existing Schedule Reports.
Continuous Reports allows you to view, edit, and delete existing Continuous Reports.
Quick Reports allow you to select or view some of the predefined reports already available on your Policy Server.

This is the simplest and fastest way of creating a report.

Choosing a report

There are two main types of reports available to administrators. The Quick Reporting tools are a set of prepared
reports that are ready for you to use right away. The Report Wizard offers more flexibility, allowing you to create
customized reports that show only the information you're looking for. When using the Reporter, the first step is
deciding whether a Quick Reporting tool is sufficient or whether you need to use the Report Wizard.

Page 1 25/10/2007



A common approach to reporting is to create Quick Reports and check them regularly to identify potential problems
or unusual activity. If a problem is found, you can investigate further using the Report Wizard or the Quick
Search tool.

When to Use Quick Reporting

Quick Reporting tools are the simplest way to schedule and receive regular Internet monitoring reports.

Quick Reports

The following is a list of some of the common information that Quick Reports are used to monitor:

When do peak Internet usage times occur on my network? Try the Internet Request Activity report.
When do denied requests tend to occur? Try Internet Request Activity

How much Internet traffic (requests per minute) does my network handle during the lunch hour? Try Internet
Request Activity .

How many requests were made to the Job Search (or any other) category? Try Category Activity (all).

How many web requests were denied because they were assigned to the Gambling (or any other) category? Try
Category Activity (denied).

What are the most frequently requested web sites on my network? Try Top 10 Websites (all).
What sites are most frequently blocked by the WebDefender filter? Try Top 10 Websites (denied).
| want to see the entire log of Internet requests. Try Request Log (all).

| want to see all the requests that were denied. Try Request Log (denied).

Quick Demand Reports

Use Quick Demand Reports when you want to find any of the information shown in a Quick Report but want the
report to cover a very specific time period. For example, create a Top 10 Websites report for yesterday afternoon
between 13:00 - 18:00 (1:00pm — 6:00pm).

Quick Search

Quick Search is used to directly search for specific items in the Request Log. Similar to a web search engine, the
Quick Search feature allows you to reduce the number of search results by entering one or more criteria that a
record must satisfy to be included. You can use a date or IP address range, a specific Client or Policy Group name,
a URL or Host name, the Denied Flag (which indicates whether the request was allowed or denied), and requests to
specific categories as your search criteria.

When to Use the Report Wizard

In general, use the Report Wizard whenever you need specific information that is not found in any of the Quick
Reports. Reports created with the Report Wizard can be sorted and displayed in virtually any combination of the
following:

By Group (group of users)

By Client (user)

By request (each URI processed)
By file (each file requested)

By page (one page of a web site)
By host (entire web site)
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By pages denied

By pages allowed

By category

By time or date range
There are three different types of reports that you can create using the Report Wizard: Scheduled, Demand, and
Continuous reports. Use Scheduled reports to monitor your users' Internet access on a regular basis, such as at the
end of the day or week. Use Demand reports to create a report “on demand”—at any time, that covers any time
period in the logs.

Continuous Reports show a frequently updated summary of the activity. Create the report once and check it again
whenever you want for the latest information.

Quick Reports

Quick reports are activated by ticking the box next to each report you would like then by clicking Save.

Please select the reports you would like and press Save when finished.

Daily Reports Weekly Reports Monthly Reports
Dlnternet Reguest Activity |:| Internet Reguest Activity Dlnternet Reguest Activity
D Category Activity (alloveed) D Cateqgory Activity (allowed) D Category Activity (alloveed)
[ category Activity (denied) [ cateqory Activity (denied) [ category Activity (denied)
[ Top 10 vwehsites rallowed) [ 7op 10vehstes rallowsd) L Top 10 wiebsites rallowed)
[ 17op 10 vwehsitas (denied) [J7op 10 wiehsttes (denisd) [ 17op 10 vwehsitas rdenied)
Email Reports To: Test

Save !

You can send the reports to a single or multiple email addresses by entering each address separated with a comma
(,) and no spaces. For example:

examplel@example.com,example2@example.com

A report for the most recent cycle is now automatically generated for you. If you entered an email address, the
report for the last report cycle will be sent shortly. For example, if you create a daily report, you will be emailed a
report for yesterday’s activity. If a quick report contains no data it will not be sent.

The WebDefender portal can be used to open reports using your web browser. To view a report, select Quick

Reports from the main menu. Then click the name of the report to view the latest report or select More and choose
a report date.
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If you would like to stop receiving the quick reports via email you can simply remove your email address and click
Save. If you would like to stop the report completely untick the box next to the report you wish to stop then click
Save.

Quick Report Descriptions
Internet Request Activity

This is a chart that shows the total number of requests, the requests that were allowed, and the requests that were
denied. A request is any attempt to access the Internet, including attempts to check email, send instant messages,
download files through peer to peer networks, and access other Internet protocols; not just view web sites.

Internet Request Activity

Report Date  Tue, Aug 14, 2007 00:00:00
Processed At “Wed, Aug 15, 2007 10:1542

Report Interval Every Day
Report Owner admin
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Category Activity

These reports include a pie chart and table of the categories that were assigned to each web site page requested. A
page can be assigned to one or more categories so the total indicates all the categories that were assigned, not the
number of pages that were categorized. There are up to three Category Activity reports available on your Reporter:
all, allowed, and denied. Using these reports you can include all pages, regardless of whether they were allowed or
denied (all) ; include only pages in allowed categories (allowed); or include only pages in denied categories
(denied).
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Category Activity (allowed)

Report Date  Tue, Aug 14, 2007 00:00:00
Processed At Wed, Aug 15, 2007 10:16:55
Report Interval Every Day
Report Ovmer admin

Total Pages Per Category

Category Total Pages
Eedirector Page 1324
Techticlogy 1163
“Web Chat 593
Global List 455
General 324

Webadmin Access 211
search Engine 159

TUnknown Category 95
Local List 27
Hostis an [P a6
Images a1
General News 39
MNew TEL 24
Trawel 10
Sales &
Portals 3
Entertainment 1
Journals and Blogs 1
Arts & Culture 1
Sports il
Total 4606
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Top Websites

These reports include a table of the top 10 (or top 100) most requested websites — sites not in the top ten are
grouped together under “other”. There are many different variations of this report: Top 10 Websites (all), Top 10
Websites (allowed), Top 10 Websites (denied), Top 100 Websites (all), Top 100 Websites (allowed), and Top 100
Websites (denied). Choose to include all sites, regardless of whether they were allowed or denied (all); include
allowed sites only (allowed); or include denied sites only (denied).

This report lists the top websites, not the individual pages. A website is a collection of web pages that share the
same host and port. For example, there are many web pages (such as http://www.inty.com/NEWS and
http://www.inty.com/Products) at intY’s website (http://inty.com). The Total Pages column combines all requests to
any of the pages at the site.

Request Log

These Reports include a table that lists the Date, URI, Category, and Denied Flag for every Internet request. A
request includes any attempt to access the Internet. This includes email, instant messaging, file sharing, and any
other Internet protocols, not just websites. The Denied Flag indicates whether or not the request was allowed. On
means the request was denied. Off means the request was allowed. There are up to three Request Log reports
available on your Reporter: all, allowed, and denied.
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Quick Search

You can access the Quick Search by clicking on the <Demand Report> link then select <Search Requests>.

Page 7 25/10/2007



Quick search is a way to search through the logs for specific activity. Instead of looking at the whole log you can
customize the output of the search by applying a number of different filters.

Quick search filter descriptions
Date

The Date filter only includes requests that occurred between the times that you specify. When entering the date, use
the format shown on screen or click the calendar icon to select a date from the calendar. Each Demand report
should have a Date filter. By default, a filter spanning the last 24 hours is automatically assigned.

Since logs are not stored forever, the report can not include data from dates that are no longer stored in the logs.

IP Address

The IP Address filter is used to display requests originating from the Internet facing IP address entered. This is
useful if you have more than one site or need to display requests from a roaming user who's IP address you know.
Client Name

The client name is the name that has been assigned to a particular user. All client names are in the format of
<windows username>@-<unique key>.policy.webdefender.co.uk

You can enter multiple client names in this field separated by commas (,) and no spaces. For example:
userl@<unique key>.policy.webdefender.co.uk,user2@<unique key>.policy.webdefender.co.uk

If you want to include an entire group of users or multiple groups use the Policy Group filter.

Policy Group

The Policy Groups filter includes only the requests made by users (Clients) in the Group you specify. Groups can
contain more than one Client. To include an entire Group in the report (and exclude all others), enter the name of
the group in the Policy Groups filter, separated by commas with no spaces. For example:

groupl,group2,group3

URL

Each web request is identified by a Uniform Resource Locator (URL). The URL is the full address that appears in
the address bar of your browser whenever you visit a web site. When you enter a URL (or several URLS) in this
filter, the URL is included in the report and requests to all other URLs are excluded. A URL identifies a specific page
at a website, not the entire website.

For example, http://www.inty.com/hostedexchange/ is a different URL than
http://www.inty.com/emailsecurity/

If you wish to include all the pages at a particular website (such as inty.com), use the Host filter instead.
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Host
Unlike URLs, hosts can have multiple web resources, such as an entire website; not just a single web page. To

include requests to all URLs that have the same host, enter the host in the Host filter. You can enter multiple hosts,
separated by commas with no spaces.

For example: http://examplel.com,http://example2.co.uk,http://example3.tk

Denied Flag

The Denied Flag indicates whether or not the request was denied. “Yes” if the request was denied and “no” if it was
not. The Denied Flag filter can be used to include only denied requests, only allowed requests or all requests.

Note that the default status is to show all requests.

Categories

The Categories filter allows you to include only requests that were assigned to selected categories. To apply this
filter, select Show List and select the categories you want to include.

Note that if no categories are selected, this filter is not applied and all categories are included in the report.

Quick Demand Reports

To access the Quick Demand Reports click on Demand Reports, you will now see the Quick Demand Reports
section which contains the 6 types of reports.
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Use Quick Demand Reports when you want to find any of the information shown in a Quick Report but want the
report to cover any specific time period going back as far as your logs allow. For example, create a Top 10 Denied
Websites report from 8am March 15" to 6.30pm March 27"

Please note that you only need to enter the first 3 letters of the month when you are creating a Quick Demand
Report.

If you would like the report emailed to you, you can enter your email address when creating the report. If you would
like the report to be emailed to multiple email addresses simply enter all the email addresses separating each
address by a comma (,) and with no spaces.
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The WebDefender portal can be used to access and view quick demand reports. However, a report may not be
available immediately after you create it. The Reporter must first process the report, which may take only a second
or two or as much as a few minutes or more, depending on the size of the report and the number of other reports
currently waiting to be processed on the server. When the Reporter is processing a Quick Demand Report, the
status of the report changes from Waiting, to Started Processing, and finally to Processed when the Report is
ready.

Quick Demand Reports can be viewed in HTML, PDF, CSV, or plain text. However, only PDF and the default View
mode can contain graphs. Other formats contain data tables only.

To view the report

1. Select Demand Reports from the main menu. If the status of your report is still Waiting or Started Processing,
you can periodically select the Refresh link to reload the page and check to see if the report is finished processing.

To quickly view the report in the default format, click the name of the report instead of following the next steps.

2. Select View beside the name of the report you want to view. The name of each Quick Demand Report is
automatically generated. It always includes the type of report and the date range that the report covers.

3. Select View to view the report in the default format or select PDF, HTML, CSV, or Plain Text to view the report
in that format.

Report Wizard

If you cannot find the information that you are looking for in the quick reports you can use the Report Wizard to
customize your reports to find the exact information that you're looking for. The Report Wizard can create a custom
report once (using Demand Reports), send a report to you on a regular basis (using Scheduled Reports), or can
provide a frequently updated summary of all activity on the network (using Continuous Reports).

There are three types of reports that the Report Wizard can create: Demand Reports, Scheduled Reports, and
Continuous Reports.

The following descriptions explain each of the three types of custom reports (Scheduled, Demand, and Continuous)
and what they are useful for. Use this section to help you decide which report is the right one for you. Using the
custom reports, you can apply filters to report on a specific time frame, on specific users, on specific websites, or on
requests to specific categories.

Continuous Reports

These reports are graphs that are useful for periodically monitoring activity on your network. They are intended to
be frequently updated (as often as one a minute) so that most recent information is included in the report.

Continuous Reports show only summary information and are only available as line graphs. They do not contain
detailed information about specific requests.

The length of time that the report spans depends on how often it is updated. Reports that are updated every minute
only span about 5 hours, but reports that are updated monthly can span about 25 years. The following table lists the
approximate length that a report will span based on the Run Interval you specify:

Run Interval Time span of the report

Every Minute 5 hours

Every 5 minutes 1 day
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Every 10 minutes 2 days
Every 30 minutes 1 week
Every Hour 2 weeks
Every 2 Hours 25 days
Every 6 Hours 2.5 months
Every 12 Hours 5 months
Every Day 1 year
Every 2 Days 2 years
Every Week 6 years
Every Month 25 years

Demand Reports

Unlike other reports, Demand Reports are only generated once. They are usually created for a specific purpose,
often to investigate a suspected problem or for some other onetime purpose. These reports can cover any time
period in the logs.

For example, you look at yesterday's Scheduled Report and notice an unusually high number of denied requests
occurred between 3:00 - 4:00 pm.

You can create a Demand Report to show all denied requests during that time period and find out who made the
requests, what sites the users were trying to visit, and what categories those sites were assigned to.

Demand reports can show both detailed and summary group information.

Scheduled Reports

Scheduled Reports are created once and then run on a regular basis. For example, set up a Scheduled Report to
run daily and you'll find a report in your email inbox every morning that shows the previous day's activity.

Each of the Quick Reports is actually an example of a Scheduled Report. However, Scheduled Reports created with
the Report Wizard are much more customizable. For example, you can apply filters to include only certain types

of requests in the report and you have more options when choosing how often the report should be run. Scheduled
Reports made with the Report Wizard can be run...

Every Minute
Every 5 Minutes
Every 10 Minutes
Every 30 Minutes
Every Hour
Every 2 Hours
Every 6 Hours
Every 12 Hours
Every Day

Every 2 Days
Every Week
Every Month
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While Scheduled reports are usually created in advance, you can also retroactively create Scheduled Reports. For
example, create a Scheduled Report that runs daily and specify a start date of five days ago. In this case, the
Reporter immediately generates five reports, one for each of the previous five days and then creates a new report
once a day from then on (or until you delete the report).

Scheduled Reports can show both detailed and summary group information.

Creating a Demand Report
Starting the Report Wizard

To start the Report Wizard, you must be logged into the WebDefender portal. Once you are logged in, do the
following to create a Demand Report.

1. Select Report Wizard from the main menu.
2. Select Demand Reports.
3. Select Next.

Applying Report Filters
Reports filters are used to simplify and focus the reports. Only Internet requests that meet the requirements of your

report filters are included in the report. The Date filter is the only filter that is applied by default. It includes only
requests that occurred during the specified time range. Filters that are left blank are not applied.
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1. Set the Date filter by changing the from and to date fields.

2. Apply any additional report filters you want.
The IP Address filter includes only requests made from IP addresses in the range you specify.
The Client Name filter includes only specific users (Clients)
The Policy Groups filter includes only specific groups of users (Groups).
The URL filter includes requests to specific web pages.
The Host filter includes requests to specific Internet hosts. That is, to entire web sites.
The Denied Flag filter can be used to include only allowed requests or only denied requests.
The Categories filter includes only web requests that were assigned to the categories you select. To
apply the Categories filter, select Show List.

3. Select Next.

You must now add at least one report group to your report. You can add multiple summary groups, followed by—at
most—one detail group.
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Adding Summary Groups

A summary group shows graphs or tables that provide an overview of the data and general trends on your network,
not detailed information about each request. When creating your summary groups, remember that selecting multiple
summary groups can cause your report to grow very large and possibly exceed the maximum report size limit on
WebDefender.

To continue adding a summary group, do the following:
1. Select Add New Report Group.

2. Confirm that Summary Group is selected and select Next.
3. Select the field on which the requests should be grouped.
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The field you choose here affects the type of graph that you will be able to use with the report. The following table
shows which types of graphs and tables are available for each field.

Report Type Data Table Pie Chart 2D Bar Graph 3D Bar Graph Line Graph
URI X

Host of URI X

IP Address X X X X

User X X X X

Policy Group X X X X

Category X X X X

Denied Flag X X X X

Date Range X X X X

X = Presentation type is available

4. Select Next.
5. Select the data fields you want included in the report.
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The order you select the data fields in is the order in which they are displayed. For example, in a table, the first
column is always the field you grouped the information by, the second column is the first summary field you select,
the third column is the second summary field you select, and so on. To change the order of the selected summary
fields, click and drag each selected field up or down the list. You do not have to select all the fields.

6. Select Next.
7. To accept the default ordering, select Next.

In most cases, it is recommended that you accept this default ordering. You can, however, change the ordering by

selecting Ascending or Descending beside the field you want the report sorted by. (You can adjust the order by
clicking and dragging a field up or down the list.)

8. Select the types of graphs you want in the report and the graph options you want applied. If you selected
more than one graph, you can also select the Horizontal Layout to have the graphs displayed side by side
in the report instead of stacked vertically.

9. Select Finish.
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Adding a Detail Group

A detail group displays a table that lists information about each individual request in the report. You can only create
one detail group per report. To create a detail group, do the following:

Select Add New Report Group.

Select Detail Group.

Select Next.

Select one or more Available Fields to include as columns in the table. The first field you select is used as
the first column in the table, the second field is used as the second column, and so on. You can remove
fields from the report by clicking on selected Report Fields and you can rearrange the order of the fields by
clicking and dragging a field up or down.

rpONPE

5. Select Ascending or Descending beside the field you want the rows ordered in. You can also select
Ascending or Descending beside additional fields to specify additional ordering priority. Each additional
ordering priority is used only to break a tie in the previous priority—when there are two or more entries with
the same value in the previous field.

6. Select Next.

7. Adjust the table options as desired.
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8. Select Finish.

Finishing the Report
Once you are finished creating report groups, complete these final steps to finish the report:
1. Select Next to continue to the Email conditions screen.

2. Enter your email address in the Email Address field if you want the report emailed to you. You can still view
the report using the WebDefender portal if you leave the Email Address field blank.
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For details on setting Email Sending Conditionapéesee page 25

3. Select Next.
4. Enter a name for the report in the Report Name field. Choose a unique name to help you remember what is
in the report or what the report will be used for.

5. Select Finish.
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Your report is now being processed. If you entered your email address, you should receive the report in an email
soon after it is processed.

Creating a Scheduled Report

This section describes how to create a Scheduled Report using the Report Wizard. Scheduled Reports are created
once and generated on a regular basis. For example, Scheduled Reports can be generated once every day, usually
at midnight at the end of every day.

Starting the Report Wizard

To start the Report Wizard, you must be logged into the WebDefender portal. Once you are logged in, do the
following to create a Scheduled Report.

1. Select Report Wizard from the main menu.
2. Select Scheduled Reports.
3. Select Next.

You will now be prompted to select how often the Scheduled Report should run.

Once you have specified how often the Scheduled report should be run the rest of the Report Wizard (adding
Report filters, Summary Groups and Detail Groups) is exactly the same as when creating a Demand report (see
page 13 for details of adding filters and groups to scheduled reports).

The following table shows which types of graphs and tables are available for each field.
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Report Type Data Table Pie Chart 2D Bar Graph 3D Bar Graph Line Graph

URI X

Host of URI X

IP Address X X X X

User X X X X

Policy Group X X X X

Category X X X X

Denied Flag X X X X

Date Range X X X X

Creating a Continuous Report

This section describes how to create a Continuous Report using the Report Wizard. Continuous Reports contain
frequently updated summaries of the traffic on your network.

Starting the Report Wizard

To start the Report Wizard, you must be logged into the WebDefender Portal. Once you are logged in, do the
following to create a Continuous Report.

1. Select Report Wizard from the main menu.
2. Select Continuous Reports.
3. Select Next.

Applying Report Filters

Reports filters are used to simplify and focus the reports. Only Internet requests that meet the requirements of your
report filters are included in the report.

1. Apply any of the available report filters to narrow your report results.
The IP Address filter includes only requests made from IP addresses in the range you specify.
The Client Name filter includes only specific users (Clients)
The Policy Groups filter includes only specific groups of users (Groups).
The URL filter includes requests to specific web pages.
The Host filter includes requests to specific Internet hosts. That is, to entire websites.
The Denied Flag filter can be used to include only allowed requests or only denied requests.
The Categories filter includes only web requests that were assigned to the categories you select. To
apply the Categories filter, select Show List
2. Select Next.

Adding Summary Groups

A summary group shows graphs or tables that provide an overview of the data and general trends on your network,
not detailed information about each request.

To continue adding a summary group, do the following:
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1. Select Add New Report Group.
2. Select the field on which the requests should be grouped.

Note that only five summary fields are available for Continuous Reports (IP Address, User, Policy Group, Category,
Denied Flag).

3. Select Next.
4. Select the data fields you want included in the report.

Finishing the Report

1. Select Next.

2. Select a run interval. This interval controls how often the report is updated. Note that the run interval you
choose also affects the length of time that the report spans.

3. Select Next.

4. Enter a name for the report in the Report Name field. Choose a unique name to help you remember what is
in the report or what the report will be used for.

5. Select Finish.

Your report is now being processed.

Deleting your reports

If you no longer need your reports, you can delete them. To delete your Report Results, do the following:

Warning: This will permanently remove the results from the system.

1.

2.
3.

Select Demand Reports, Scheduled Reports, or Continuous Reports from the main menu, depending on the
type of report you want to delete.

Select Delete beside the Report you want to delete.

Select OK to confirm the deletion.

Your results have now been deleted.

rpPONPE

o

How to email a report after the report has been cre  ated

It's not always logical to set a report to be emailed before it's been created. So you have the ability to save a
copy of your report results or send them to another user after performing the search. To email your Report
Results, after the report has been created do the following:

Select a report type from the main menu.

Select View beside the report you want to email.

Select Emaiil.

Enter your email address in the Email Address field if you want the report emailed to you. You can still view the
report using the WebDefender Portal if you leave the Email Address field blank.

Select your desired Report Delivery option. This option defines the format the report should be sent in (as the
email body; as a link to the full report; or as a PDF, HTML, CSV, or plain text attachment).

Select Send Email.
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Email Sending Conditions

Email sending conditions are a simple way to ensure that you are notified when certain thresholds are broken by
your users. For example you could set up a report:
To be run every hour for all of your users but only email you the report if someone has made more than 100
web requests that have been blocked.
To be run every day that gets emailed to you if a certain category was in the top ten categories viewed.
To be run weekly that gets emailed to you if a certain web site is in the top 100 site visited.

Email sending conditions work on Demand and Scheduled reports which have a summary group assigned to them.

The type of email sending conditions available on a report is directly dependent on the type of options you choose in
the summary group.

In the example below | created a scheduled report with a summary group with the options “group by category” with
“Page count” selected as the report field.
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From the email sending conditions above | can add a category condition.
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You can also add a page count condition.

And an order number condition.

You can combine these 3 together and, for example, create a condition that would email you if a certain category
had more than 50 page requests and was in the top 10 most accessed categories.

Due to the granularity of the report wizard it is possible to create virtually any type of report and have WebDefender
notify you if certain constraints are met.
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