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This guide will demonstrate how to add users, groups and policies to WebDefender Enterprise. Groups are
containers for users and policies: typically these represent the functional departments and units within an
organisation e.g. Sales, Technical, management etc.

WebDefender Enterprise setup guide

A policy defines the level of Internet access which a user is granted. The main characteristics are the time of day/
day of week and the URL filter categories.

Browse to the WebDefender Web Interface on http://webdefender.inty.net.
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Enter your login details provided and click the login button.

Once logged in you will see the following page with the menu options on the left hand side.
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All user management is done through the <Group Manager> and <Policy Manager> sections.
Adding a Group

Click on the <Group Manager> link in the top left. Next click on <Add New Group>.

Group Policies

I Ranges

| Miz=ing client with network address: |

. y Groups
Actions FiGroup Hamel® Description Policies Clients
| Mo Results

Enter the group name, a description can be added if desired. Click <Submit>to continue.
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Add New Group

This iz the sales grnup|

Description

Tick the <Add default time policy> box if you wish to automatically create a policy in the new group which runs
continually and blocks the default categories.

If you've not automatically created a policy you need to manually add a policy to the group to set the web access
restrictions. Click <Add New Policy> to continue.

Group Policy: sales@example.policy.webdefender.co.uk
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Edlit Description
Delete Entire Group
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..... and enter a policy name. Click <Submit>.
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..and the policy is created.
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Now the policy is created you can add or modify time schedules, set the category list to be a block list or an allow
list and specify the categories that you want blocking. Regarding the categories, just select “modify categories”
then tick the categories of websites and applications that you want blocking.

Note that by default when you create a policy the default status is a block list and the following categories are
selected; Criminal Skills, Extreme, Hate Speech, Host is an IP, Malformed URL, Network Unavailable, New URL,
Phishing, Pornography, Proxy Anonymizer, Safe Search, Search Keywords Substance Abuse and Weapons. Click
on the <Modify Categories> button to view and modify categories.
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Note: When you are modifying the categories if you hover your mouse over any category or application you will get
a description of the type of websites or applications that are in the category.

Scheduled Filtering

Below you can see that the time schedule has been setup on 2 policies in the same group (sales@example.com).
Only one policy per group can be active at any time. One policy will run until the next one becomes active.

You'll see below that the out_of hours policy starts on Sunday at 00:00.00 (midnight), then again at 18:00.00 (6pm)
on working week days. The office_hours policy starts at 08:00.00 (8am) every working week day.
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Essentially the office_hours policy is active from 8am till 6pm during working week days and out_of_hours policy is
active for the rest of the time.

The Time Calendar provides you with a visual representation of when your policies take effect on a per policy basis
and is viewable by clicking on the <View Time Calendar> link when looking at a group.

One or more time segments are required to activate filtering with a group.

Below is the Time Calendar for the sales@example.com group showing the time segments configured in the
out_of office and office_hours policies above.
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Cloning a group

Clone group is used to create a copy of an existing group. When you clone a group the following is copied to the
new group:

Group Deny page
Policies
all time segments
local allow and deny lists
protocols and url catlist
Assigned admin user
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Users are NOT cloned to the new group.

To clone a group, click <View> next to the group that you wish to clone.

A group name and description will automatically be generated, you can edit these if you wish. Click Submit to clone
the group. Now you will be notified of what has been copied to your new group. Click <Continue> to proceed.
Adding a user

Adding a user to a group is very simple. Go to <Group Manager> click on <view> under the Actions column next to

the group you wish to add the user to. You will now be able to see which policies and users are assigned to the
group.
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Next click on the <Add New Client> link under the Clients section and you’ll be directed to the page below.
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You can now enter the window username in the section <Client Name>. This needs to be identical to the windows
username and IS case sensitive. Please be aware that the windows username will be automatically appended with
your unique identifier after you click <Submit>. So in the example below the Windows username is username and
the unique identifier is @example.policy.webdefender.co.uk

You can also block categories on a per user basis by selecting categories at this point. If no categories are
selected the user will be filtered based on the active group policy.

Click <Submit> to create the user.

You will be natified if the user has been created correctly and the user will now appear in the list of Clients in the
group. Once you have finished adding users click on the <Apply Settings> link on the menu on the left then click
<Apply> to make the settings “stick”.

Create Group from Client

This function will create a new group for an individual client based on the information in the current group. The first
step is to select a client from the drop down menu then click the next button to continue to step 2.

Next a group hame must be specified. You also have the option to move to the new group, delete the client or leave
the client where it is. The original policies can also be selected to be copied into the new group. Once all options
have been properly selected click Next to proceed to Step3.
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Step 3 confirms the creation of the new group.

Rename Group

Use this function to rename an existing group. The new name must be unique and contain no spaces or non
printable characters.

Edit Description

Each group has a description field. Use this function to edit this description.
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Delete Entire Group

This will delete the entire group including all policies and clients within the group. Care must be taken when using
this function as once a group has been removed it cannot be restored.

Local URL / Keyword list

This function enables you to specify keywords or URLs that you can explicitly allow or deny for the policy. Additional
tools on this section are import, export, checklist report and invalid report.

Adding URLs and keywords can be done in 2 ways.

1. Click the <Add URL/Keywords link. Select either the local allow or deny list then enter the URL and/or
keywords in the area provided. Only one URL or keyword must be entered per line. URLs must be prefixed
with http:// or https://

2. From the drop down list select either the “Local Allow URLs/Keywords” or “Local Deny URLs/Keywords”. To
add a URL or keyword, simply enter it into the <Add Entry> section and click Add.
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Policy Manager

The Policy Manager section gives you an overview of your policies, which group they belong and how many
categories are selected.

You can also drill down into specific policies and then edit them or delete policies from the Policy Manager. Using
the dropdown menu you can toggle between filtering the policy name or the group name in alphabetical order.

If you have any further questions or issues please contact the intY Technical Support Helpdesk on 0870 124 4689
or via email to support@inty.net.
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